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Abstract— A reliable design of physical unclonable
function (PUF) based on spin-orbit torque (SOT) induced
domain wall (DW) motion has been proposed and exper-
imentally demonstrated. Magnetic DWs are nucleated and
propagate in Ta/CoFeB/MgO heterostructures in which their
device-to-device variation enables the PUF, while cycle-to-
cycle variation in DW motion enables the reconfigurable
design. Furthermore, field-free SOT switching has been
observed in the chiral domain wall likely caused by the large
Dzyaloshinskii-Moriya interaction (DMI) effect. The pro-
posed DW motion based anti-counterfeiting device shows
good promises as a CMOS-compatible PUF for hardware
security.

Index Terms— PUF, SOT, DW motion, security.

I. INTRODUCTION

PHYSICAL unclonable functions (PUFs) utilize process
variations and physical stochastics to generate unique

binary code, which are unclonable and unpredictable [1]–[4],
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can effectively overcome the shortcomings of conven-
tional encryption methods [5]. Due to the advantages of
spintronic devices, such as low power consumption and
high endurance [6], [7], magnetic random-access memory
(MRAM)-based PUFs which utilize variation in switching
time, or sense current as the entropy source [8], [9] have
been demonstrated. These PUFs can solve the deficiency of
CMOS-based PUF [10]–[13] to a certain extent, but have fixed
challenge-response pairs (CRPs) after fabrication. Reconfig-
urable PUF (rPUF) could be refreshed with updated CRPs
which inherit all security properties [14]. Reconfigurabil-
ity could enhance PUFs’ resistance against exhaustive CRP
access attacks and reliability deteriorations under extreme
conditions [15]–[18].

Magnetic domain wall (DW) motion has been proposed
for novel logic and memory devices [19]–[22]. However,
the process variations make the DW pinning sites randomly
distributed in devices which causes DW motion as well as
nucleation time to be stochastic. This device-to-device (D2D)
variation is undesirable in the DW based devices but is an
ideal entropy source for PUF [23]–[25]. Moreover, the write
cycle-to-cycle (C2C) variation makes the PUF reconfigurable.
In this work, a reconfigurable PUF is demonstrated and
proposed in Ta/CoFeB/MgO heterostructures, relying on spin-
orbit torque (SOT) induced randomness of DW dynamics.
The electrical measurements show that both D2D and C2C
variation are observed after a current pulse flows through the
Ta layer.

II. DEVICE STRUCTURE AND MANIPULATION OF

MAGNETIC DOMAIN WALL MOTION

The basic building block for our security hardware is imple-
mented with 176 (22 × 8) micro-dot devices. The devices were
fabricated from a stack of thermally oxidized Si (substrate)/Ta
(10 nm)/CoFeB (1 nm)/MgO (1 nm)/Ta (2 nm). The optical
image and the anomalous Hall effect (AHE) resistance (RAH)
as a function of out-of-plane magnetic fields of one single
device with a size of 6 × 6 μm2 are shown in Figure 1a.
It shows that the device has a good perpendicular magnetic
anisotropy with a coercivity of around 100 Oe. In addition,
the SOT induced field-free RAH switching is realized in
our devices (Figure 1b), the mechanism will be discussed
below.

We also investigated the C2C programming variation of
the device and the D2D variation of 8 devices, as shown
in Figure 1c and d, respectively. 100 cycles of tests with
programming current pulses (amplitude in -9 MA/cm2 for
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Fig. 1. (a) AHE loop with an inset of an optical image of the device.
(b) SOT induced field-free switching. The inset shows FM layer stack
which consists of Ta (10 nm)/CoFeB (1 nm)/MgO (1 nm)/Ta (2 nm) and
the direction of the applied current to generate SOT and to detect AHE
voltage. (c) The distribution of RAH in 100 test cycles with the same
device, the inset shows the applied current pulse of 1 cycle, amplitude
in -9 or 7 MA/cm2, duration in 500 µs. (d) RAH evolutions after a fixed
7 MA/cm2 / 300 µs current pulse is applied to 8 different devices.

Reset and 7 MA/cm2 for Set, duration in 500 μs) for one
device were performed, in which the device was firstly Reset
at the beginning of each cycle. The Reset current (-9 MA/cm2)
are higher in magnitudes than the Set current (7 MA/cm2),
causing the magnet to reach its saturation state (red diamond
in Figure 1c). Therefore, the C2C variation does not appear
after Reset transition. The amplitude of Set pulse is too small
to make the magnet reach its saturation state, the DW will be at
a random position during programming. C2C variation is due
to the different positions of the DWs in the same device after
each Reset-Set operation. Therefore, refreshable CRPs based
on C2C programming variations are implemented, and thus
reconfigurable PUFs are constructed. While D2D variation
originates from the different positions of DWs in each device
after one Reset-Set operation, as shown in Figure 1d.

III. CRYPTOGRAPHIC FUNCTIONALITY IMPLEMENTATION

In our PUF protocol, the challenges are the unit addresses
and the responses are the corresponding binary codes. During
the enrollment phase, a Set current pulse (around 650 μs
duration and about 6.5 MA/cm2 density) is applied to each
device after Reset, then the RAH value of each device on
each unit (Figure 2a) is measured (Figure 2b). As shown in
Figure 2c, the corresponding response for a given challenge
can be obtained by the comparison method used the same
as that in ref [13]. The collected CRPs will be stored in the
database. In the authentication (response) phase, a challenge
is selected from the stored database and presented to the
PUF. If the PUF’s response is close enough to the stored
response, the device is deemed authentic. For reconfiguration,
we Reset all the device, and a Set pulse is applied to each
device. Due to the C2C variation (Figure 1c), the response
will be changed under the same challenge. Furthermore, it
is reported that after 1010 writing cycles, a DW motion
based MRAM with CoFeB/MgO is still working with high
performance [26]. In other words, the proposed PUF can be
reconfigured by more than 1010 times.

Fig. 2. (a) Illustration of device units used for the generation of
cryptographic primitives. Each unit contains 8 micro-dot devices. (b)
Distribution of RAH after a current pulse is applied to different units.
(c) 28-bit binary codes converted from analogy RAH by the comparison
method.

Fig. 3. (a), (c) 28 × 22 binary bits generated from RAH by the
comparison method before and after the reconfiguration respectively.
(b), (d) Distributions of the normalized inter-HD before and after the
reconfiguration respectively.

IV. PERFORMANCE EVALUATION
Figure 3a and 3c show the obtained bitmaps before and

after reconfiguration, respectively. Then the uniqueness, bit-
aliasing, uniformity and reliability are used to evaluate PUF’s
quality.

The uniqueness is characterized by inter- Hamming distance
(HD), which can be derived from the distribution of the HD.
Figure 3b and 3d show the distributions of the HD which
is centered 0.488 and 0.472 before and after reconfiguration
respectively, close to the ideal value (0.5).

In bit-aliasing, different device arrays produce nearly identi-
cal PUF responses. Bit-aliasing of the k-th bit of PUF is given
by [27]

(Bit − aliasing)k = 1

n

n∑

i=1

ri,k

where ri,k is the k-th bit of response from unit i . The Hamming
Weight (HW) of the k-th bit in the unit i of the response across
n units to assess the bit-aliasing of the k-th bit in the PUF.
The idea value should be 0.5. In this work, the bit-aliasing is
0.530 and 0.497 before and after reconfiguration respectively.

The unpredictability of a PUF requires a high-quality uni-
formity. Uniformity is characterized by the proportion of “1”
and “0” responses of a PUF, and the ideal proportion should
be 50%. In our case, the uniformity distribution (measured by
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the proportion of “1”) is centered at 0.475 and 0.486 before
and after reconfiguration respectively.

The reliability can be quantified by intra- HD which can be
calculated as:

H Dintra = 1

m

m∑

l=1

H D (t1, t2)

n

where t1 and t2 are the n-bit responses of two tests for the same
device unit under varying conditions. The ideal intra-HD is 0.
Regarding the effect of voltage variation, CRPs remain stable
as long as the voltage is less than the critical voltage, which
can cause the domain wall motion. In terms of temperature
variation, according to the mechanism of AHE, the anom-
alous Hall resistivity, ρAH, is given by ρAH = 4π RS M⊥ ,
where RS is the AHE coefficient, M⊥ is the magnetization
along the perpendicular direction and equal to the saturation
magnetization MS for perpendicular magnetized films. Tem-
perature dependence of magnetization follows the Bloch law
which predicts mS (T ) = mS (0)

(
1 − BT 3/2

)
, where mS(0)

stands for the magnetization at 0 K, and B represents Bloch
constant [28]. As a result, the relative RAH values for all the
devices which are made of same films would be invariable with
temperature. It indicates the CRPs would remain the same with
the temperature by using the comparison method.

V. FIELD-FREE SWITCHING BEHAVIOR

The process of DW motion and macro-spin flipping by
SOT are illustrated in Fig. 4e, f. The hollow arrows in the
free layer represent the direction of magnetization while the
contours represent that around the domain wall region. When
a charge current is flowing through the HM in the x-direction,
a y-directional polarized spin current is injected into the
free layer via the spin Hall effect which forms an effective
magnetic field in the z direction, HZ, and drives the DW along
the x-direction.

As shown above, the magnetization in the present
Ta/CoFeB/MgO system can be solely controlled by an elec-
trical current, which is speculated as due to the formation
of a chiral Néel-type DW [29], [30]. When an SOT current
is applied to the device, reversed domains may be nucleated
firstly with the assistance of Joule heating and then the newly
generated DWs will propagate along or against the current
flow direction under SOT, depending on the sign of spin Hall
angle and the DMI effect of the Ta/CoFeB structure, until the
complete domain flipping. Thus, the field-free switching can
be achieved. Based on previous reports, right-handed chiral
Néel walls are likely formed in our structure [31], [32].

Then the Dzyaloshinskii-Moriya Interaction (DMI) effective
field (HDMI) is estimated, whose magnitude determines the
DW type (Bloch or Néel wall) [33]. The RAH versus Hz
loops are measured in the micro-dot device as a function
of applied current (J ) and Hx. Figure 4a shows RAH vs Hz
loops with Hx = 1000 Oe and J = ±4 MA/cm2. These two
AHE loops shift along the Hz axis, which define the H ef f

Z
current-induced effective field H ef f

Z . From H ef f
Z Z plotted

versus J (Figure 4b), H ef f
Z /J can be well estimated. The

measured effective field per current density (χ = H ef f
Z /J ) as

a function of Hx is summarized in Figure 4c. The χ increases
quasi-linearly with Hx and saturates at Hx ≈ ±800 Oe.
Therefore, it can be estimated that χ

sat ≈ 8.3 Oe/ (MA/cm2)
and |HDMI| ≈ 800 Oe from the saturation value of χ and the
saturation field, respectively.

Fig. 4. (a) AHE loops at J = ±4 MA/cm2 under an in-plane field Hx =
+1000 Oe. (b) Heff

Z as a function of J when Hx = ±1000 Oe. (c) Measured
effective field versus current density under various in-plane fields. (d)
Micro-magnetic simulations of SOT induced switching in three different
cases. (e), (f) Magnetization dynamics induced by SOT.

The Object-Oriented Micro-Magnetic Framework
(OOMMF) based micro-magnetic simulations were also
performed, as shown in Fig. 4(d). We chose a 600 ×
1200 nm2 rectangular area, in which a reversed domain
with a size of 600 × 40 nm2 formed at the left edge with
magnetization pointing up (+z direction) and other area with
magnetization pointing down (-z direction). A current of 10
MA/cm2 is applied along x direction when changing DMI
constant (D). The results show that when D is less than
0.3 mJ/m2, the FM layer fails to switch at Hx = 0;
while setting Hx �= 0 or increasing D > 0.3 mJ/m2,
the switching occurs. In fact, chiral Néel-type DWs will
be stabilized if D is large enough. D was estimated from
HDM I = D/(μ0Ms�) [34], MS = 1.16 × 106 A/m and �
is the DW width obtained from � = √

A/Ke f f , A = 30
pJ/m, Keff = 5.8 × 105 J/m3. D of the devices is around
0.65 mJ/m2, which is above 0.3 mJ/m2. Therefore, in addition
to the experimental results, this simulation has confirmed
our assumption that the SOT induced field-free switching is
ascribed to the generation of chiral Néel-type DWs.

VI. CONCLUSION

We have reported a reconfigurable PUF in a Ta/CoFeB/MgO
multilayered structure, which is demonstrated by SOT induced
field-free and stochastic DW motion. The spatial variation
of DW in such a device makes it feasible for a PUF, while
the repeating current pulses can reconfigure the PUF’s state.
The good performance parameters prove that the scheme is
feasible. Furthermore, SOT induced field-free switching is also
realized, which is likely attributed to the large DMI coefficient
of the films. The DW motion based PUF process is also
favorable for low-temperature CMOS-BEOL integrations to
construct 3D and high-density PUF arrays.
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